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Editorial 
Dear Readers, 

Season’s Greetings to you all! 

We have had a great Season for last four months 
(Oct-Dec) in India wherein we had loads of festivals 
and celebrations across the globe which ended 
with the New Year 2024 celebrations. But we were 
not free from some unusual events which were 
challenging for all of us. In fact, from the beginning 
of Dec’23 itself, we were/are experiencing some 
bad weather or even extreme weather events, 
be it in terms of cold waves in the northern 
hemisphere, severe cyclones in southern parts of 
India, unprecedented floods in Chennai, Dubai. 
Saudi Arab and elsewhere, and flooding in multiple 
countries in Africa and South America and severe 
Earthquake in Japan, all of these in a span of 3 
to 4 weeks. The floods in Middle Eastern countries 
was something unheard of, where the last COP 28 
was held.  The outcome of this event was again 
a mud-slinging match between the two groups 
viz. global North and the South. The countries 
who have rampaged the weather for decades 
and centuries are trying to impose restrictions on 
greenhouse emissions on the developing nations 
which is unacceptable to the affected nations. Till 
such time the global north realises  that their sins 
can’t be palmed off to global south countries, and 
be ready to foot the bill,  share the cost of investing 
in Renewable energy sources, all COP(s) of today 
or tomorrow will have similar outcomes. 

 The world is passing through a critical juncture and 
war clouds are thickening day by day. The sudden 
act of terror by Hamas has led to Israel-Hamas 
war and raging for almost three months with no 
signs of curtain being drawn in the immediate or 
near future. In fact, it is otherwise. Hezbollah and 
Houthis of Yemen (allegedly supported by Iran) 
have jumped into the fray and umbrella of war is 
slowly but surely expanding. On the other side, the 
Russia –Ukraine War is gaining impetus and thus 

we can say that war has fanned out of EU and 
NATO countries and engulfing Middle East Asia 
and South Asia is not far. Also the tension at  South 
China Sea hasn’t eased out and can flare up any 
moment. This kind of situation is certainly not for 
global peace and Business. Although, many of 
the industries will see opportunities in this situation 
too. But none is bothered to stop the war which is 
adding tonnes of fumes and toxic elements in the 
air, for which they gather to discuss the topic of 
Climate Change and Disaster.  

Although we have entered into a New Year 2024, 
but peace and security situation of the world is 
fairly stressed. In addition, new variant of Corona 
Virus JN1 has surfaced and that is sweeping the 
India very fast and that is a matter of concern for 
all of us. In fact, last five years from 2019, we are 
going through tough times and all the indicators 
are pointing towards a more challenging times 
ahead, be it in terms of disasters, climate change 
and the wars. I do not wish to be Nostradamus 
or Dr. Dooms in any manner but as a security 
professional we can say that things are not moving 
in positive direction.
 
But there is some silver linings on the horizon. We are 
fast approaching the Uttarayanam phase of Sun’s 
movement towards North or tropic of Cancer on 
14 Jan and will usher into four days of celebrations 
of Pongal, Maagh Bihu in Assam, Lohri in Punjab 
and Sankranti in rest of the parts of India.  Hope 
that these events will bring some cheers. 

 
With this hope, Let me wish you a very Happy, 
healthy and prosperous New Year 2024! 

Jai Hind!
Col (Dr.) MP Sen 
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33rd IISSM Annual Global Conclave : 

Leagcy of Successful Conduct with 
Finesse Repeated

I am extremely delighted to inform the readers that we have concluded our 33rd 
Annual Global Conclave. This year’s theme is “Disasters, Climate Change, and 
Security:  Business Leadership, Innovation, and Building Resilience (BLIBR).” This 
is the pressing need of the hour and to address this issue. The consequences of 
climate change and the disruptions caused by disasters alongwith raging wars,  
makes us to feel the need for protection against these and to create a safer and 
sustainable world.

Over all conduct of the sessions for both the days were of very high order and it 
was appreciated by one and all.  Two days were packed with events : Key Notes, 
Special Addresses and Plenary Sessions. The highlight was that the Inaugural 
address was given by none other than Sri Chandi Prasad Bhatt, Padmabhushan, 
Raman Magsaysay and Gandhi Peace Prize Awardee who came all the way from 
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Gopeshwar, near Badrinath. Sri Nitin 
Jayaram Gadkari and Sri Sarbananda 
Sonowal, both the ministers of the 
government of India addressed the 
Conclave through Video recorded 
messages.

All the sessions were of very exciting in 
terms of knowledge sharing, debate 
and strategies discussed on Disaster 
Management. Another highlight of the 

event was that the IISSM had the unique 
opportunity to Honour the brave-hearts 
of NDRF  who had given their best to 
rescue the 41 people who were trapped 
in Silkyara Tunnel. The participants were 
from all across spectrum of Industries. 

The details of the sessions will be 
published in our Annual Report on the 
Conclave. 



IISSM NEWSLETTER 6



IISSM NEWSLETTER7



IISSM NEWSLETTER 8

Today, there are over 1377 star category 
hotels in India. They range from 
economy hotels to upscale boutique 
establishments, luxury resorts and 
international chains. The threat and 
impact that terror and pose to them 
may differ based on factors like their 
Sizes, Location and Clientele.

Regardless of ideology or method, all 
terror attacks share the same goal of 
drawing attention to their cause. Many 
terrorist groups now have an online 

presence, connecting supporters and 
coordinating large-scale attacks on 
hotels, malls, and other similar locations.

What makes hotels attractive targets

• Some Hotels have large, constant 
flow of people.

• Attacks involving international 
tourists may draw global media 
attention.

• Attacking hotels can impact 
the local economy by reducing 

Terrorism: Threat to Hospitality 
Industry and Risk Mitigation

Suhas Raorane
(Partcipant of CSP (VC) April 2023 batch)



IISSM NEWSLETTER9

tourism.
• It is relatively easy to conduct 

reconnaissance, find floor plans, 
photographs, and panoramic 
video clips of public areas often 
available over the Internet.

• Hotels hold a host of valuable 
personal and financial data of 
their guests, such as payment card 
details and passport information.

• Hotels are open environments 
with multiple points of entrance 
and egress and a constant flow 
of traffic, including hotel guests 
and visitors, staff, merchants, and 
delivery people.

Hotels of all sizes may be targets

The targeting of hotels by terrorist 
organizations is not a new phenomenon.

The Mumbai Attacks: Transnational 
terrorism struck the international hotel 
industry with a vengeance in 2008. On 
Thanksgiving day, a team of ten highly 
trained assassins, armed with assault rifles, 
submachine guns, hand grenades, along 
with satellite phones, BlackBerries, and 
other high tech devices, launched a three-
day siege in Mumbai, India’s financial 
and entertainment capital, killing 166 and 
injuring 300. Among their targets were two 
of the city’s landmark five-star properties: 
the Taj Mahal Palace and Tower and the 
Oberoi Trident complex. Western tourists 
and businesspeople appear to have been 
singled out by the assailants for execution, 
and the final death toll included 28 foreign 
nationals, six of which were Americans.

Possible consequences of a terror attack 
include:

• Loss of lives amongst your 
employees and guests

• Dramatic drop in tourism and hotel 
occupancy

• Disruptions to your supply chains
• Damage to your hotel’s image and 

reputation
• Falling revenue as guests avoid 

hotels that are not properly secured

Key Roles & Responsibilities

Most hotels have similar roles that need to 
be filled, while larger hotel may dedicate 
an entire department to one area, smaller 
hotels typically have single individual filling 
multiples roles.

But regardless of the scope of their 
responsibilities, every individual plays an 
important part in working together with 
other departments to create a safe, 
secure environment for other employees 
and guests.

Protecting Your Workplace

A terror attack at a poorly protected 
workplace could result in injuries and loss 
of lives of employees. Hotels can also incur 
costs from rebuilding, insurance pay–outs, 
lower profits, the loss of investor confidence 
and dropping employee morale.

Deter - Implement measures that 
make potential attackers see your 
hotel as to difficult, risky or Dangerous 
to strike.

Delay - Put physical and system 
barriers to slow the progress of an 
attack on your hotel, allowing security 
team to respond and mitigate harm.

Detect- Find and address signs of 
terrorism as early as possible, lowering 
the harm or threat they pose.

Deny - Safeguard employees and 
guests by ensuring that only authorised 
persons can access important 
information or areas.
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Security Personnel – 

• Ensure all employees are familiar 
with ERPs* and evacuation plans, 
and instruct them to avoid Assembly 
Areas during terror incidents.

• Establish lockdown procedures 
and secure emergency storage or 
shelters 

• Create guidelines to act on the 
presence of suspicious vehicles, 
people or items

Non-Security Operations –

• Apply procedures to verify guests’ 
identities if keys are lost 

• Stay alert to possible signs of terror 
related activity 

• During a crisis, help to ensure all 
guests are accounted for and kept 
aware of any developments that 
may occur

Senior Management -

• Create business continuity and 
communications plans for terror 
attacks

• Regularly evaluate and upgrade 
security measures in exterior and 
interior areas

Responding in the Event of a Terror Attack

In the event of a terror attack, knowing 
how to respond swiftly and decisively 
amidst the chaos can make the 
difference between life and death.

• If at the site of an attack, Run, Hide, 
and Tell

• Immediately Perform Improvised First 
Aid Skills (IFAS), or Press, Tie and Tell, 
to stop the bleeding of casualties 

• Cooperate with appointed hotel 
employees and security personnel 
as they evacuate employees and 
hotel guests 

• Instruct employees and hotel guests 

to run as far as possible from the site 
of attack Find remote ways to check 
on the safety of employees (e.g. 
update on safety status via group 
chats) 

• Provide the police and authorities 
with any relevant information to 
facilitate investigations

• Avoid circulating internal information, 
photos, or videos via social media, 
as doing so may create unnecessary 
panic and misinformation

Identifying Terror Threats

There is no single feature that will identify 
an individual as a terrorist, or evident signs 
that a place is about to be attacked. 
However, many terrorists follow similar 
patterns when planning or preparing to 
attack a site.

How might a terrorist threaten your hotel’s 
security?

Collect information to plan an attack

Action Taken - Taking photos of 
restricted areas, security personnel, 
security cameras, etc. 
Asking about how many people will 
be around at different times, what 
your security strength is, which areas 
are restricted, etc.?

Test your Hotel security
Action Taken - Pretending to be 
lost and attempting to open locked 
doors or enter secured areas.
Setting of Fire and Security Alarms 
to learn how long authorities take to 
respond .
Saying they have lost their room key 
and need a replacement, without 
providing any ID

Raise funds and get supplies

Action Taken - Leaving a booked 
hotel room vacant, and using it as 
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an address for packages and supplies 
to be delivered to Meeting with 
supporters and holding discussions in 
a hotel room

Prepare to attack, or carry out an attack

Action Taken - Leaving behind a bag 
or small object and watching how long 
it takes before it is noticed, reported 
or picked up by security Sending in 
people to walk around the premises 
and planning.

Identifying Terror Threats by Various 
Operational departments
 
Front office, Lobby and Concierge 
department Employees working in 
public areas, such as the concierge 
and reception, mailroom and F&B areas 
should be on the alert for suspicious 
behaviour from guests and visitors. 
Security personnel and maintenance 
employees also have a responsibility 
to react promptly by investigating any 
possible security breaches.

• Attempting to hide their identity or 
not giving personal details when 
checking in

• Parcels or packages which seem odd 
(no address, strange sizes)

• Using cash for big purchases, or a 
credit card which does not match 
their name

• Investigating hotel entrances and 
exits, or trying to enter employee-only 
areas

• Strongly refusing help to carry or 
move heavy luggage

• Baggage left unattended or 
abandoned in out of the way places

Housekeeping Department

Employees in Housekeeping should 
always be looking out for signs of suspicious 
behaviour or activities. These include 
actions like refusing to have their room 
cleaned, occupying their room for long 

periods, or meeting with unauthorised 
visitors.

• Detailed notes or maps of places of 
Tourist attraction.

• Excessive amounts of baggage for a 
room with few guests

• Weapons, ammunition, or materials 
to make a bomb-like screws, nails or 
ball bearings

• Electronic components, electrical 
tape, batteries and wires

• Fire alarms or smoke detectors being 
tampered with (i.e. removed or 
disabled)

• Burn marks or odd discolorations on 
furniture that were not previously 
present

• Strange chemical odours, like 
cleaning solvents and fuels.

• Parcels with excessive use of 
adhesive tape, boxes and receipts 
for chemicals

Trainings to Employees.

• To train the team on Trainings like See 
something say something.

• Preventing and reacting to Active 
attack solutions.

• Lockdown procedures 
• Mock drills with Local police, Fire 

department and ATS Team. 

Conclusion 

Terrorism has become a global threat, 
which needs to be controlled from the 
initial level. The law enforcing agencies 
alone cannot control terrorism. The 
people in the world will also have to 
unite in order to face this growing threat 
of terrorism and always be vigilant 
about suspicious behaviour from 
individual person around them this will 
help to save life and create damage 
to the society. If you see, something say 
something.
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COURSE REPORTS
Access Control and Security Management

(26-28 Oct 2023)

The IISSM has conducted Access Control and 
Security Management (ACSM) Course for 3 
days duration from 26-28 Oct 2023 (Weekdays 
Course). There were two participants from 
Bahrain and rest 04 were from Kerala and Delhi 
NCR.
   
The sessions covered the topics like Overview 
of Access Control and Security management, 
ESS systems, Visitor Control and Parking 
Management, Artificial Intelligence in 
Access Control, Drone’s Utility and Security 
Management, Cyber Security and Data 
protection, Technological Advancements 
and Latest Trends in Access Control, Security 
Operations Centre and Alarm Management, 
Remote Monitoring of Security and Response 
Management and Risk Management etc.  

There was discussion on various topics related to Access Control, Control Centre operations, Drone 
deployment, Legal Issues and Cyber Security and received an Excellent Response from both the 
Participants. 

The Faculty Members who conducted the Course were:
Brig AK Pathak (Retd) and Col (Dr.) M P Sen (Retd): IISSM Faculties
Col Sougata Das (Retd) & Mr. Anubhav Jaiswal: Guest Faculty
Mr. S Thamodaran : Visiting Faculty Joined Online

The participants have shown great interest in our activities like Seminars, Conclaves and Membership 
in addition to future association.

Overall, the course was very well appreciated.

Few Quotes from Participants on Overall Assessment of the Course are mentioned below:-

Mr Muhammed Shefique Siddique, Service Coordinator, VProtect India, Gurugram
“This three-day course with different subjects will be very helpful in my future professional career 
and develop my present organization security protocols”

Mr Srinivasan Nair, Executive, Safety & Security, Ebrahim K. Kanoo B.S.C. (c), Bahrain
“This course is actually useful to us, so we can train our subordinate”

Mr Amit Kumar Singh, Manager - Profit Centre Head, SLV Security Services Pvt. Ltd., Gurugram
“It is a good programme, which will be useful and enhance our security on ground. Overall, it is a 
good and satisfactory”
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Baggage Scanning and Image Interpretation Course
(20-22 Nov 2023)

The Baggage Screening and Image Interpretation 
Course has been conducted at IISSM, New Delhi on 
20-22 Nov 2023. The course has been designed and 
conducted entirely in house and by making full use of 
the X-Ray machine (Rapiscan 620XR) and Simulator 
Software (Quadratica, UK). 

There were total of 06 participants on the course. Two 
participants were retired defence personnel and four 
were from security and Airlines background. They 
came from Kangra (HP), Pune, Dehra Doon and Delhi 
(NCR). The sessions were based on theoretical training 
(classroom), Simulator Based Training on CBT package 
and Practical training on X-Ray machine. The subjects 
covered are : X-ray Technology and uses for security 

purposes, Technical aspects of X-Ray machine, control panels and  functions, security features and precautions, 
basic interpretation using various (density, chemical composition and colour coding) methods, techniques 
to identify hazardous, prohibited items, IEDs, daily usage items and comparison with actual items and X-ray 
images and Test procedures using CTP Box. Large number of bags was prepared for training and Tests. 

The following Faculty Members conducted the Course :-
Brig AK Pathak (Retd) & Col (Dr.) MP Sen, IISSM: In house faculty
Mr. Imraan Shaikh from Mumbai (Visiting Faculty- Online).

The following Members of the IISSM staff assisted:-
Mr. Vinod Rawat: on Simulator Software
Mr. Deepak Bhardwaj: on X-Ray machine. 

All the Participants were very impressed with the Course and expressed that they would propagate this 
programme to be attended by their colleagues in the profession. They also felt that this course should be 
attended by all Security Professionals. 

Overall, the course was very well received and appreciated by the participants.

Few Quotes from Participants on Overall Assessment of the Course are mentioned below :-

Mr Adil Akbar Sayyed, Ground Operation & Inspection Coordinator, Maharashtra
“It is a top-quality course. Keep going. We need this type of course to improve our studies. 
Excellent. Thank You”

Mr Balbinderpal Singh Math, AM – Training, SIS Ltd., Delhi
“Excellent Course”

Mr Suraj Thakur, Executive - Cabin Crew, Delhi
“It is very helpful for carreer” 
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SECURING CHILDHOOD, BUILDING FUTURE, SPREADING HOPE…A JOURNEY 
OF BAL RAKSHA BHARAT

For the last 15 years, Bal Raksha Bharat (also known as Save the Children) 
has been helping children reach their full potential, tap opportunities 
and get a real chance at building a Secure Future. Joining forces with 
government agencies at every level – from Panchayat to the Union 
Ministries – we leverage the Power of Partnerships to drive change in 
children’s lives. Since 2008, more than 1 crore children have benefitted 
from our work. We are currently present in 15 states and 3 Union Territories 
of India and in 2022-23, we were able to impact more than 13.8 lakh 
young lives. 

HERE’s HOW OUR INTEGRATED APPROACH MAKES A DIFFERENCE IN 
CHILDREN’S LIVES:

For children to build a childhood 
which is truly secure, they need 
support at various levels and this is 
what we are determined to make 
happen. We work to help build the 
foundation of a Secure Childhood 
for children so that they have the 
resources and means to build a 
robust tomorrow and contribute 
towards the nation-building process. 
Here’s how we do it:

Our journey:
For the last 15 years, Bal Raksha Bharat has been relentless in its pursuit 
to help children brave the odds and build a fairer, safer, happier and 
healthier childhood. Here’s a snapshot of our work in the year 2022-
23, which was made possible through the support of our generous 
donors. We could reach 3,43,948 children through our projects in Health 
& Nutrition. 6,21,931 children could be reached though our various 
Humanitarian interventions. 2,05,535 children could be reached through 
our interventions on Child Protection. 3,32,873 children reached though 
our education interventions while 96,994 children and youth were 
reached though projects addressing Poverty and bringing Inclusivity.

For more details visit us at www.balrakshabharat.org 
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